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DETAILED ACTION 

This action is in response to communications file on 1 1/25/2008. Claim(s) 1, 13, 15, 
19, 29, 32- 34, 38, 42-44, 48, 52-54, 59, 67, 76 and 83 have been amended. Claim(s) 
60, 68, 77 and 84 have been canceled. No other claims have been amended, added, 
or canceled. Accordingly, claim(s) 1- 36, 38-57, 59, 61-67, 69-76, 78- 83 and 85-89 

are pending. 

Continued Examination Under 37 CFR 1.114 

A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1 .1 7(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1 .1 14, and the fee set forth in 37 CFR 
1 .17(e) has been timely paid, the finality of the previous Office action has been 
withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 10/27/2008 has 
been entered. 

Response to Arguments 

1. Applicant's arguments with respect to claims 1-36, 38-57, 59, 61-67, 69-76, 78- 

83 and 85-89 have been considered but are moot in view of the new ground(s) of 
rejection. 

Claim Rejections - 35 USC §112 

2. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

3. Claims 1-36, 38-57, 59, 61-67, 69-76, 78- 83 and 85-89 rejected under 35 
U.S.C. 1 1 2, second paragraph, as being indefinite for failing to particularly point out and 
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distinctly claim the subject matter which applicant regards as the invention. It is unclear 
whether the applicant intends the control mark to remain unchanged or the static 
section of the electronic document while the electronic document is edited by a 
document editor. The examiner will interpret the claim(s) as the static section of the 
electronic document to remain unchanged. 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 1, 8-16; 19, 26-36, 38-47, 48- 57, 59, 61-66, 67, 69-74, 76, 78-82, 83 
and 85-89 rejected under 35 U.S.C. 103(a) as being unpatentable over Tsuji et al. 
(hereinafter Tsuji; U.S. Patent No.: 5,764,898) and further in view of Ahern (U.S. 
patent No.: 6,769,061 B1). 

6. Regarding claim 1 , Tsuji discloses a method for tracking the routing of an 
electronic document, comprising: 

monitoring e-mail messages transmitted from senders to recipients, for 
detection of e-mail messages having the electronic document embedded 
therewithin or attached thereto, based on the unique identifier (Figures 1, 3-5 & 
8 and Abstract & Col. 3 lines 1-10; task tracking unit, tracking object, and 
transmitted mail). 
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However, Tsuji remains silent on the specific teachings of embedding a 
control mark, including a unique identifier and an encrypted check sum for 
authenticating the unique identifier, within a static section of an electronic 
document, wherein the static section remains unchanged when the electronic 
document is edited by a document editor. 

In the same field of endeavor, Ahem discloses embedding a control mark 
[ Ahern: 110, 221], including a unique identifier [Ahem: 141A] and an encrypted 
check sum for authenticating the unique identifier [Ahern: 131], within a static 
section of an electronic document, wherein the static section remains unchanged 
when the electronic document is edited by a document editor (Ahern: Figures 
1& 2 and Abstract and Col. 2 lines 4- 24, Col. 5 lines 36- 62; wartermark 
generator, private key, checksum and white space). 

Accordingly it would have been obvious for one of ordinary skill in the 
networking art to modify or incorporate Ahern's teachings of adding a digital 
wartermarking, a private key and a checksum parameter with the teachings of 
Tsuji's tracking and monitoring of e-mails to provide for a more reliable and 
efficient system for verification of electronic documents (Col. 2 lines 26-33). 
7. Regarding claim 8, Tsuji-Ahern further discloses comprising logging a 
recipient of an e-mail message having the electronic document embedded 
therewithin or attached thereto, in an audit record, when said monitoring detects 
the e-mail message wherein the audit record stores information identifying a 
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distribution route of the electronic document (Figures 1, 3-5 & 8 and Abstract & 
Col. 3 lines 11-25; control information unit, and log information). 

8. Regarding claim 9, Tsuji-Ahern further discloses comprising logging a 
sender of an e-mail message having the electronic document embedded 
therewithin or attached thereto, in an audit record, when said monitoring detects 
the e-mail message wherein the audit record stores information identifying a 
distribution route of the electronic document (Figures 1,3-10 and Abstract & 
Col. 3 lines 11-25; control information unit, and log information). 

9. Regarding claim 10, Tsuji-Ahern further discloses comprising logging a 
date and time of transmission of an e-mail message having the electronic 
document embedded therewithin or attached thereto, in an audit record, when 
said monitoring detects the e-mail message, wherein the audit record stores 
information identifying a distribution route of the electronic document (Figures 1, 
3 & 7 and Col. 2 lines 31-45 & Col. 3 lines 11-25; log information, control 
information, deadlines and processing records). 

1 0. Regarding claim 1 1 , Tsuji-Ahern further discloses comprising generating 
a tracking report from audit records, corresponding to at least one specified 
electronic document wherein the audit record stores information identifying a 
distribution route of the electronic document (Figures 1,3-10 and Abstract & 
Col. 3 lines 11-25; control information unit, and log information). 

1 1 . Regarding claim 12, Tsuji-Ahern further discloses comprising generating 
a tracking report from audit records corresponding to at least one specified user, 



Application/Control Number: 10/680,962 Page 6 

Art Unit: 2444 

wherein the audit records each stores information identifying a distribution route 
of an electronic document (Figures 1, 3 & 7 and Col. 2 lines 31-45 & Col. 3 
lines 11-25; log information, control information, deadlines and processing 
records). 

12. Regarding claim 13, Tsuji-Ahern further discloses comprising generating 
a tracking report from the audit records, corresponding to a specified time period 
wherein the audit record stores information identifying a distribution route of the 
electronic document (Figures 1, 3-10 and Abstract & Col. 2 lines 36-67; 
control information unit, log information, fixed time interval and deadlines). 

13. Regarding claim 14, Tsuji-Ahern further discloses logging the most 
recent file name of a file storing the electronic document, in an audit record, 
when said monitoring detects an e-mail message having the electronic document 
embedded therewithin or attached thereto wherein the audit record stores 
information identifying a distribution route of the electronic document (Figures 1, 
3-10 and Abstract & Col. 2 lines 36-67; control information unit, log 
information, fixed time interval and deadlines for processing of received 
mail). 

14. Regarding claim 15, Tsuji-Ahern further discloses wherein said 
monitoring comprises authenticating the unique identifier using the encrypted 
checksum (Ahern: Figures 1& 2 and Abstract and Col. 2 lines 4- 24, Col. 5 
lines 36- 62; wartermark generator, private key, checksum and white 
space). 
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15. Regarding claim 16, Tsuji-Ahern further discloses comprising issuing a 
notification if said authenticating fails to authenticate the unique identifier 
(Figures 1 & 3-10 and Abstract & Col. 6 lines 5-17 and lines 34-39; 
authorized user, issuing warnings). 

Claims 38-47, 48-57, 59,61-66, 67, 69-74, 76, 78-82, 83 and 85-89 all list 
the same limitations as in claims 1, 8-16 and are therefore rejected using the 
same rationale. 

16. Claims 2-7 and 20-25 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Tsuji, as applied above, and further in view of Scheier et al. 
(hereinafter Scheier) U.S. Publication No.: 2002/0035584 A1 . 

Tsuji teaches the invention as discussed above. 
Tsuji does not appear to explicitly disclose wherein "the electronic 
document is a Microsoft word document (or Microsoft Excel spreadsheet or 
Microsoft PowerPoint presentation or Adobe PDF document or HTML document 
or XML document)." 

Scheier teaches, "the electronic document is a Microsoft word document (or 
Microsoft Excel spreadsheet or Microsoft PowerPoint presentation or Adobe PDF 
document or HTML document or XML document)" as "data retrieval system where 
the data is returned in formatted text, comma separated values, Word, Excel, PDF 
and other common formats." (Paragraph 175) 

Tsuji and Scheier are analogous art because they are from the same field 
of endeavor of managing and controlling internet based transactions and e-mail. 
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At the time of the invention, it would have been obvious to one of ordinary 
skill in the art, having the teachings of Tsuji and Scheier before him or her, to 
incorporate monitoring electronic mail messages from senders to recipients, as 
disclosed in Tsuji, with the ability to track and send the various formats of data, 
as disclosed within Scheier. 

The motivation for doing so would have been to more efficiently manage 
and control various forms of electronic documents. 

Therefore, it would have been obvious to one of ordinary skill in the art at 
the time of the present invention to combine Tsuji with Scheier to obtain the 
invention as specified in the instant claims. 
17. Claims 17-18, 35-36, 59, 67 and 83 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Tsuji, as applied above, and further in view of Salzfass et al. 
(hereinafter Salzfass) U.S. Publication No.: 2002/0042815 A1. 

Tsuji teaches the invention as discussed above. 

Tsuji also teaches, authenticating and allowing permission to transmit the 
electronic document to a recipient of and e-mail message (Figures 1 & 3-10 and 
Abstract & Col. 4 lines 36-42 & Col. 6 lines 34-39; authorized user, control 
information memory unit, user interface unit, prompting and warning 
messages). 

Tsuji does not explicitly disclose wherein blocking the transmission of an 
e-mail message to a recipient if permission is not granted and issuing a 
notification about the blocking. 
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However, Salzfass discloses sending a notification message directly to 
the sender's e-mail address advising him that the intended recipient has set a 
filter to block certain e-mails (Figures 2-3 and Par. 62). 

Tsuji and Salzfass are analogous art because they both focus on 
managing and controlling electronic documents (i.e. e-mails). 

At the time of the invention, it would have been obvious to one of ordinary 
skill in the art, having the teachings of Tsuji and Salzfass before him or her, to 
incorporate an e-mail filter for blocking certain e-mails, as disclosed by Salzfass, 
with an access control policy, as disclosed by Tsuji. 

The motivation for doing so would have been to facilitate a more efficient, 
safe and through management of monitoring e-mail(s). 



(Claim objections -> Claim Rejections) 
Prior Art 

The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

a. Nassiri (U.S. Pub: 2002/0046250 A1), directed towards a certified and 
registered electronic mail system. 

b. Matsuura et al. (U.S. Pub: 2002/0044294 A1), directed towards providing 
information to a user using an electronic mail system. 

c. Barra et al. (U.S. Pub: 2002/0104026 A1), directed towards electronic 
mail communications with sender and/or recipient confirmation of delivery. 
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d. Stolfo et al. (U.S. Pub: 2003/0167402 A1), directed towards a system 
and method for detecting malicious e-mail transmission. 

e. Ng (U.S. Pat: 6,640,301 B1), directed towards authentication of e-mail 
messages. 

f. Karim (U.S. Pat: 6,654,892 B1), directed towards a certified and 
registered electronic mail system. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to MACEEH ANWARI whose telephone number is 
(571)272-7591 . The examiner can normally be reached on Monday-Friday 7:30-5:00 
PM ES. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, William Vaughn can be reached on 571-272-3922. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



MA 

/William C. Vaughn, Jr./ 

Supervisory Patent Examiner, Art Unit 2444 



